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[bookmark: _Toc229058308]1. Introduction
This Specification of a Service Subject to Assessment (S3A) describes the service submitted for certification under the Kantara Initiative International Assurance Program (KIIAP).
The S3A is prepared by the Applicant to describe the service as it is implemented and operated. It provides a clear and consistent view of the service, including its functionality, components, and dependencies.
This document supports assessment planning and execution by enabling Kantara Initiative and assigned assessors to understand how the service operates in practice.
The S3A should reflect the production, or production-equivalent, environment and include components and dependencies that materially affect the service.
[bookmark: _Toc229058309]1.1 Purpose
The purpose of this S3A is to provide a clear and accurate description of the service subject to assessment so that its functionality, scope, and operation can be understood prior to assessment.
It defines the service being submitted for certification and should be sufficiently clear and complete to allow consistency between the service description and the applicable certification criteria declared in the Statement of Conformity Assessment (SoCA) to be determined without ambiguity.
[bookmark: _Toc229058310]1.2 Readership
This document supports certification, assessment, and decision-making activities within the Kantara Initiative International Assurance Program (KIIAP).

It is used by the Applicant to describe the service, and by Kantara Initiative, assessors, and the Assurance Review Board (ARB) to understand the service and support certification activities.
[bookmark: _Toc229058311]1.3 Preparation and Maintenance
The Applicant is responsible for ensuring that this S3A is complete, accurate, and current.
The document should be developed prior to assessment activities and maintained throughout the certification lifecycle.
Updates should be made where material changes affect the service description or certification context.
[bookmark: _Toc229058312]1.4 Confidentiality and Use of Information
This S3A contains commercially sensitive, security-relevant, and other non-public information.

All content within this document is treated as confidential by default. The Public Service Description (Section 2.2) is intended for potential use in certification scope statements or public listings and should therefore be written accordingly.

All other sections of this document are deemed confidential and will be handled by Kantara Initiative in accordance with its certification processes, including confidentiality, impartiality, and information protection requirements consistent with ISO/IEC 17065.

Where information from this document is used in certification records or public certification scope descriptions, only content from the Public Service Description shall be used unless otherwise agreed with the Applicant.
[bookmark: _Toc229058313]1.5 Document Control
This S3A is a controlled document. The Applicant is responsible for ensuring that the version of the S3A submitted for certification is clearly identified and reflects the service as implemented at the time of submission.

Applicant-specific document information, including version and submission details, should be recorded within this document.

Where updates are made, the Applicant shall ensure continued alignment between the S3A and the service subject to certification.
[bookmark: _Toc229058314]1.6 How to Use This Document
This document describes the service subject to assessment and should provide a clear and accurate representation of how the service operates in practice, including its scope, functionality, and dependencies.
The S3A must reflect the production or production-equivalent environment and should be written as a factual description of the service, not as a response to individual certification criteria.
The S3A is a descriptive document and must not include evidence, screenshots, logs, or detailed control testing results. These are addressed separately during assessment activities.
Descriptions should be clear, consistent, and sufficiently detailed to allow an independent reviewer to understand how the service operates without requiring additional clarification.
Detailed certification scope, applicable criteria, and assessment approach are defined in the associated certification submission and Statement of Conformity Assessment (SoCA).
[bookmark: _Toc229058315]1.7 Submission Instructions
The completed S3A must be submitted to Kantara Initiative as part of the certification application process.
The S3A should be provided in PDF format and an editable version (e.g. Microsoft Word (.docx)) to support assessment and review activities.
The submission must clearly identify the Applicant organization; and the name of the service being submitted for certification. The subject line of the submission email must be:
· [Organization]’s S3A for [Name of service being submitted for certification]
Submissions must be sent to the Kantara Initiative Secretariat at secretariat@kantarainitiative.org. 
[bookmark: _Toc229058316]2. Service Description
This section describes the service subject to assessment.
It provides a clear and complete description of how the service operates in practice, including how it is delivered to users and relying parties.
[bookmark: _Toc229058317]2.1 Service Provider
This section identifies the organization responsible for delivering the service and any third parties involved in its delivery.
The Applicant organization is responsible for the service described in this document.
Where third-party services are used (such as cloud providers, identity verification providers, or data sources), their role in supporting service delivery should be described.
[bookmark: _ihco7p6he840]2.1.1 Applicant Organization
Provide the following details for the Applicant:
	Legal Name of Applicant Entity (as per Application for Certification):
	

	Jurisdiction of Incorporation / Registration:
	

	Registered Business Address:
	

	Applicant Organization:
Provide a brief description of the organization, including its primary business activities and general role in the market.

	

	Role in Service Delivery:
Describe the Applicant’s role in delivering the service being submitted for certification. Indicate whether the service is provided as a full service or a component, the primary function(s) performed (e.g. identity proofing, authentication, federation), and how the service relates to other parties involved in its delivery.

	


[bookmark: _69qlnc75uojt]2.1.2 Other Organizations Involved in Service Delivery
List all third parties or related entities involved in the delivery of the service and provide the following information for each.
This should include third parties that perform identity-related functions, security-relevant processing, or otherwise materially impact service delivery.
The description should clearly indicate whether each third party is within the certification boundary and how its role impacts the service being assessed.

	Third-party Name:
	

	Role in Service Delivery:
	

	In-Scope for Certification:
	☐ Yes
	☐ No

	Relevant Service Function/Dependency
	


Please repeat the table as necessary for all relevant entities.
[bookmark: _s6q1ddp7wsaq]2.1.3 Service Context Summary
Provide a concise summary of the service in the context of this certification submission.
This should include:
· the name of the service;
· the type of service (e.g. Full Credential Service Provider, Component Credential Service Provider, Identity Provider, Federation Service, or Federation Authority);
· the primary functions performed (e.g. identity proofing, authentication, attribute provision, multilateral trust frameworks);
· the intended assurance levels or profiles (e.g. IALx, AALx, FALx);
· the certification program or framework under which the service is being submitted (e.g. NIST 800-63A-3, 800-63B-3, 800-63A-4, 800-63B-4, 800-63C-4)

This summary should provide sufficient context for an independent reviewer to understand what is being submitted for certification without referring to other documents.

	



[bookmark: _Toc229058318]2.2 Public Service Description
Provide a clear, high-level description of the service.
This description must:
· describe what the service does;
· identify the primary users of the service (e.g. individuals, employees, customers);
· identify the types of relying parties supported (e.g. government agencies, financial institutions, enterprises);
· describe the key capabilities provided (e.g. identity proofing, authentication, federation, attribute sharing);
· describe how the service is accessed (e.g. web, mobile, API).

The description should reflect how the service operates in practice and will be published as part of the service’s certification listing within Kantara’s International Trust Status List. It must therefore be suitable for public use and should avoid inclusion of confidential or sensitive implementation detail.

Marketing language should be avoided.
	



[bookmark: _Toc229058319]2.3 Detailed Service Description
This section describes how the service operates in practice.

It should provide sufficient detail for an independent reviewer to understand how the service works, including applicant or subscriber interactions, third-party dependencies and handoffs, supported identity evidence types, supported authenticator types, and, where applicable, relying party interactions and service modalities.

The service includes controls across relevant functional areas such as identity proofing, authentication, fraud management, security management, and data protection.

This should include, at a high level, how the service protects systems, infrastructure, information flows, and any relevant cloud or physical environments used to deliver the service.

These controls are implemented through the service architecture and operational processes and should be described at a high level where relevant.
[bookmark: _sez7r4prnm77]2.3.1 Service Overview and Boundary
Provide a high-level description of what the service does, including the primary functions it provides and the environments in which it operates. Include:
· the functional classification of the service (e.g. CSP, IDP, Federation Service);
· whether the service is provided as a standalone (full) service or as a component within a broader service or ecosystem, and how it interacts with other services where applicable;
· a clear description of the service boundary, including which parts of the service delivery model are within scope for certification, and whether the entire service or only defined components are under review.

	



[bookmark: _pnx43d2ed5r]2.3.2 Service Model and Operation
Provide a detailed description of how the service operates end-to-end, including:
· how users interact with the service;
· how relying parties use the service;
· the key steps in the service flow; and
· where third-party services are invoked, what they do, and the key handoffs or dependencies between the Applicant and those third parties.

Include a diagram or step-by-step sequence.

The description should be sufficiently detailed to allow an independent assessor to understand service operation without further clarification.

Conceptual or marketing descriptions should be avoided.
	



[bookmark: _ldgijjo5ullf]2.3.3 Data, Identity Evidence, and Authenticators
This section should explicitly identify the types of identity evidence supported, where applicable, rather than only referring to evidence strength categories.
It should also identify the types of authenticators supported by the service. 
Provide a description of:
· the types of identity evidence supported (e.g. passport, driver license, national ID, authoritative data sources);
· the types of authenticators supported (e.g. passwords, OTP, biometrics, cryptographic authenticators);
· the types of data collected and used by the service (e.g. records, documents, biometrics, and personally identifying information);
· how data is processed at a high level; and
· the outputs provided to clients, customers, or relying parties.
	



[bookmark: _p124vebgj7v7]2.3.4 Control Environment (High-Level)
Provide a brief, high-level description of the control environment implemented within the service.
This section should describe the types of operational and security controls that support the service’s functionality and integrity, rather than listing or mapping to specific assessment criteria.

This may include, but is not limited to, controls related to identity proofing, authentication, fraud management, security management, session management, data protection, and broader operational and security practices such as incident response, audit and logging, and key management.

Where relevant, this should include high-level controls relating to platform security, infrastructure protection, information flow protection, and physical or cloud environment protections supporting service delivery.

The description should explain, at a high level, how these controls are incorporated into the service architecture and operational processes, without providing detailed control specifications, evidence, or references to specific certification criteria.
	




[bookmark: _Toc229058320]2.4 Service Topology
This section provides a conceptual view of the service topology and is not a description of the underlying IT operations that provide the service.

Provide a diagram and accompanying description showing how the service components interact.

The topology should identify:
· key system components;
· external dependencies;
· data flows; and
· trust boundaries (i.e. points where the service interacts with external systems, organizations, or components, and where trust assumptions or security responsibilities change).

Topology Description:
	





Topology Diagram:
	




[bookmark: _Toc229058321]3. Equivalent Conformity
Where applicable, the Applicant may identify certifications, standards, controls, or other mechanisms that demonstrate equivalence or support conformity with applicable requirements.

This may include:
· existing certifications (e.g. ISO standards);
· regulatory approvals;
· independent assessments;
· mappings to other frameworks; or
· compensating controls implemented by the service.

Where compensating controls are used in place of specific certification criteria, the Applicant shall provide:
· a clear description of the compensating control;
· the specific requirement or criterion for which it is being applied;
· an explanation of how the compensating control provides equivalent or comparable risk mitigation; and
· any limitations or conditions under which the equivalence applies.

The Applicant shall also describe:
· the certification, standard, or framework being referenced (where applicable);
· the scope of that certification or assessment;
· how it relates to the current certification scope; and
· any limitations.

	



[bookmark: _Toc229058322]4. Applicable Criteria and Certification Context
This section identifies the certification context for the service described in this S3A.
[bookmark: _Toc229058323]4.1 Applicable Service Assessment Criteria
The service described in this document is intended to be assessed against applicable Service Assessment Criteria aligned to NIST SP 800-63.
The specific criteria, functions, and assurance levels applicable to this service are defined in the associated Statement of Conformity Assessment (SoCA).
[bookmark: _Toc229058324]4.2 First Assessment or Material Changes
This section captures changes to the service since the last assessment or certification. Select one:
· This is the first assessment of the service. No prior assessment or certification has been conducted.
· No material changes have occurred since the last assessment or certification.
· Material changes have occurred (provide details below).
Material changes are those that may affect the certification scope, the control environment, or the validity of previous assessment outcomes. Where changes have occurred, the Applicant must clearly describe the nature and impact of those changes on the service, including how the service operates, its dependencies, and its control environment.

This should include, as applicable, changes to service scope, architecture or technology, third-party dependencies, control implementation, key personnel or roles relevant to service operation, security, or governance, and organizational structure.
	



[bookmark: _Toc229058325]4.3 Previous Assessments
Provide details of any previous non-Kantara assessments or certifications relating to the service. This may include certifications, audits, or independent assessments conducted under other frameworks.

Where the service has been previously assessed or certified by Kantara Initiative, the Applicant is not required to restate those details but should ensure that any prior findings or nonconformities have been addressed. Reference to the relevant Kantara Initiative Assessor Report (KAR) may be included where appropriate.

If no relevant previous assessments or certifications exist, state that none have been conducted.
	



[bookmark: _Toc229058326]5. Additional Information
Provide any additional information relevant to the certification that has not been captured in previous sections. This may include:
· clarifications;
· supporting context; or
· other relevant details.

	



If no additional information is required, state that none is provided.
[bookmark: _Toc229058327]6. Attestation
The Applicant confirms that the information provided in this Specification of a Service Subject to Assessment (S3A) reflects the service as implemented and operating in production or production-equivalent environments at the time of submission.
	Name
	

	Role/Title
	

	Organization
	

	Email Address
	

	Phone Number
	

	Signature
	



	Date
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