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Abstract:

Recommendations for Privacy Enhancing Mobile Credentials establish requirements for
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their identity systems. A privacy-enhancing mobile identity credential ecosystem earns, builds,
and maintains trust among the ecosystem stakeholders while respecting privacy. There are 39
requirements, grouped by 11 Privacy Principles in the report. In most use cases, only a subset
of these requirements will apply, and an implementor can use them as the basis for building
their customer relationship, privacy, or compliance programs. Requirements for Issuers (or
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Requirements for Privacy Enhancing Mobile Credentials

NOTICE

Copyright: The content of this document is copyrighted by Kantara Initiative, Inc.
© 2025 Kantara Initiative, Inc.

DEAR READER
Thank you for downloading this publication prepared by the international community of experts
that comprise Kantara Initiative. Kantara is a global non-profit ‘commons’ dedicated to improving
the trustworthy use of digital identity and personal data through innovation, standardization, and

good practice.

Kantara is known around the world for incubating innovative concepts, operating Trust
Frameworks to assure digital identity & privacy service providers, and developing community-
led best practices and specifications. Its efforts are acknowledged by OECD ITAC, UNCITRAL,
ISO SC27, other consortia, and governments around the world. 'Join, Innovate, Trust' captures
the rhythm of Kantara in consolidating an inclusive, equitable digital economy offering value and

benefit to all.

Every publication, in every domain, is capable of improvement. Kantara welcomes and values
your contribution through membership, sponsorship, active participation in the Work Group
that produced this, and participation in all our endeavors so that Kantara can reflect its value to

you and your organization.
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1. Overview

1.1 Introduction

People use many types of identity credentials on their mobile devices. These credentials can be
used for simple identification (I am John Smith), to indicate membership (I'm Jane Doe, a
member at this gym), to convey qualifications (I’'m Parker Smythe, a qualified nurse), and so on.
The purpose of a mobile identity credential is to be able to present it (i.e. share the information
in the credential) for a particular purpose. Identity credentials can include profoundly personal or
sensitive information, so the rules for getting and sharing the information in an identity credential
should enable the person holding the credential to have some level of trust that their privacy will
be respected. A privacy-enhancing mobile identity credential ecosystem earns, builds, and
maintains trust among the ecosystem stakeholders while respecting privacy. Some technically

feasible relationships create privacy risks, which will be discussed below.

The Privacy Enhancing Mobile Credentials Work Group (PEMC) at Kantara Initiative has

created requirements for good practices regarding respecting an individual's privacy. These
individuals who use mobile identity credentials such as mobile Driving Licenses (mDL) are also
known as "Holders". These good practices apply primarily to in-person transactions and
transactions with an in-person component. The heart of respecting privacy ensures that
reasonable privacy expectations of the Holder of the mobile identity credential - the natural
person or ‘data subject’ or ‘data principal - are respected through the entire life cycle of any
credential-based transaction. Every mobile identity credential ecosystem stakeholder can play a

role and provide assurances to respect individual privacy.
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1.2 Scope

This report is focused on establishing the requirements for respecting the privacy of individuals
using mobile identity credentials (hereafter Mobile Credentials), such as a mobile driving license
or another identity credential, in an in-person context where the individual uses their mobile
device to present their Mobile Credential. This scope does not preclude online elements
associated with an in-person transaction, such as an online purchase requiring a Mobile
Credential presentation for pickup. This report does not include online-only use cases, but the
requirements herein may generally apply to those use cases. Future versions of this report will
extend the scope to include completely online transactions. The current scope implicates all
actors in a credential system to ensure that the individual’s privacy is protected before, during,

and after presenting their credentials.

1.3 Intended Audience

This report can be used by organizations or individuals seeking to ensure privacy protections
are included in products or services for which the organization is accountable or responsible.
For example, in a use case where an establishment procures a Mobile Credential reader device
to verify the ages of its customers before they enter the establishment, both the establishment
and the provider of the Mobile Credential reader device will find the contents helpful.

While not all requirements apply to all organizations, the privacy principles embedded in this

report generally apply to all stakeholders in the Mobile Credential ecosystem.

1.4 Prior or Related Reports at Kantara

The following reports from Kantara Initiative may be helpful background reading for interested

readers. They can be found on the Report & Recommendations page.

Report Abstract

Guidance for implementers of Mobile Credentials to facilitate
PEMC Implementor’s _ _ .
. community understanding of the work group objectives in advance of
Guidance Report _
the recommendations report.
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Report Abstract

This report elaborates on the non-normative privacy and identity

Privacy & Identity protections contained in ISO/IEC 18013-5 Personal identification —
protection in mobile ISO-compliant driving licence — Part 5: Mobile driving licence (mDL)
Driving License application to enable Implementers of software or hardware in
ecosystems mobile Driving License ecosystems to take a proactive, and user

centric, approach to privacy and identity.

1.5 Mobile Credential Ecosystem Actors

A Mobile Credential is a digital representation of a credential. An identity credential could be a
student card, a membership card, a driving license, etc. Physically, these can be plastic cards,
paper cards, etc. The following actors participate in creating and using Mobile Credentials
through software components, which comprise a mobile identity credential ecosystem:

e Issuer: The Issuer of the Mobile Credential is the organization that collects or generates
information from or about an individual to issue them a credential. For example, a driving
license authority collects information about an individual, tests their driving capabilities, and
issues them with a driving license.

o Issuer component: The software and systems the Issuer uses to provide a Mobile
Credential to a Holder.
o Requirements on Issuers should be read to apply to Vendors to Issuers.

e Holder: The Holder is the natural person’ who controls the Mobile Credential.

o Holder component: The software and systems, such as a digital wallet on a mobile
phone, the Holder uses to carry and present their Mobile Credentials.

e Verifier: The Verifier of the Mobile Credential is the organization that receives the Mobile

Credential from the Holder in a digital transaction.

' We recognize the credentials may be issued to legal persons (i.e. corporations) or to devices or Internet endpoints

but exclude them from this report because privacy is a characteristic of natural persons.
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o Verifier component: The software and systems used by the Verifier organization to read
and verify the Mobile Credential.

o Requirements on Verifiers should be read to apply to Vendors to Verifiers.

e Provider: The various provider organizations in the ecosystem provide software and
systems used by Holders.

o Note: Individuals cannot be presumed to have the technical expertise (or the time) to
ensure that the services or software on their mobile devices meet their privacy
expectations. They should be able to trust their Providers to provide privacy-respecting
systems.

e Vendor: The ecosystem's vendors supply software and systems to Issuers and Verifiers.

o Note: Small organizations may need more technical or organizational capabilities to
implement privacy programs and will depend on their Vendors to provide systems that
enable privacy obligations.

o Note: Sometimes, the Provider and the Vendor in a transaction may be the same

organization.

Constructing a Mobile Credential ecosystem that respects individual Holders’ privacy addresses
a sociotechnical problem? that requires actors and stakeholders to consider multiple design and
operational factors. When all the actors and their relationships are considered, we arrive at

figure 1, showing two ‘triangles of trust.’

The inner triangle’s vertices (Issuer, App, and Reader) represent Information Technology
components, and the sides between the vertices represent data flows between those
components. “Trust” in this context is Information Technology trust instantiated by information
security and related disciplines. The vertices of the outer triangle are the Issuing Organization,

the Holder, and the Verifier Organization.

2 A sociotechnical problem is a complex issue that arises from the interaction between human social systems and

technological systems, requiring consideration of both social and technical factors to develop effective solutions.
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In this context, “trust” is the social or business trust represented by the relationships between
individuals and the organization:

e Issuers can preserve privacy with terms and policies.

¢ Verifiers can preserve privacy with policies and procedures.

e Holder privacy is preserved when reasonable expectations for information usage after

disclosure are respected.

The distinction between the two triangles is electronic connections between components and
relationship connections between individuals and organizations.

The ancillary elements are the necessary support mechanisms to provide the two types of trust
needed to build the complete ecosystem. Ensuring the system is ‘trustworthy’ is a sociotechnical

challenge that should be addressed systemically.

Vendor
=

Contract

Issuer
(Organisation)

Issuing
System

& &/ Data Interface
& Data Flows

ADP/ | presentation Verifying
Wallet System

T Verifier
. (Organisation)
Presentation
Holder l
E/{_,— Provider Vendor |§j|
/ =

Contract

Figure 1. Elements of a Mobile Credential Ecosystem
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2. Privacy Principles and Requirements

Privacy principles, sometimes called fair information practices (FIPs), categorize the
requirements below, represented in numerous privacy standards and regulations. The following
are derived from ISO/IEC 29100 Privacy Framework?, also captured in ISO/IEC 18013-5%,
Similar lists can be found in the United States®, EU®, and Canada’. However, these principles
may be expressed, they should be taken into consideration to respect the privacy of individuals.
We recognize that each requirement may be related to more than one privacy principle, so
implementors and reviewers should consider privacy principles and related requirements as a
whole.

NOTE: Most data protection or privacy regulations are designed to apply to processing personal
information by organizations or governments and to address an information power
imbalance between individuals and the organizations or governments that process their
data. Here, in the case of Mobile Credentials, the individual's autonomy is down to
accepting (or not) the provisioning of a Mobile Credential and choosing whether to present
their Mobile Credential when asked. Privacy considerations compensate for this lack of
digital autonomy and ensure “fair’ processing of personal information.

Each section below starts with a description of the privacy principle. These descriptions inform

the normative requirements that follow. The convention in this report is that the requirement

must have at least one ‘shall’ statement. This statement may be accompanied by ‘should’
statements that assessors or organizations can determine to apply in the context of their use
case. Organizations that do not apply the ‘should’ statements and seek to attest to their

conformance with the requirement should document the reasons for not applying the ‘should’

3 ISO/IEC 29100:2024(en)

Information technology — Security techniques — Privacy framework https://www.iso.org/obp/ui/en/#iso:std:iso-
iec:29100:ed-2:v1:en

4 https://www.iso.org/obp/ui/en/#iso:std:iso-iec:18013:-5:ed-1:v1:en https://www.iso.org/obp/ui/en/#iso:std:iso-
iec:18013:-5:ed-1:v1:en

5 Fair Trade Commission Fair Information Practice Principles

6 EU General Data Protection Regulation Article 5

7 Canada Personal Information Protection and Electronic Documents Act, Schedule 1
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statements. Stakeholders can attest to their implementation relative to the requirements that

apply to them.

2.1 Consent and Choice

ORGANIZATIONS SHALL ONLY PROCESS PERSONAL INFORMATION WITH THE CONSENT AND CHOICE OF
THE INDIVIDUAL.

Providing choice and obtaining Holder’s consent is not the only way of respecting privacy, but
this principle focuses on Consent and Choice. Consent is based on the individual’s choice to
allow their information to be processed. In other words, consent cannot be present if the person
cannot choose not to have their information processed. Similarly, choice is based on
mechanisms to choose between clearly distinguishable processing options at or before the time
of any data processing.

The Consent and Choice principle asserts that individuals should have the right to make
informed decisions about collecting, using, and disclosing their personal information. In the
context of Mobile Credentials, this assertion applies to Holders and places a corresponding
obligation on the part of Issuers and Verifiers and their Providers and Vendors. This principle
requires organizations to obtain consent from individuals before collecting or using their
personal information. Furthermore, individuals should be given the choice to opt out of data
collection or usage practices, and their decisions must be respected and implemented. The
requirements in this section apply where Consent and Choice are the appropriate means to
establish legitimate processing of Holder data.

NOTE: In some use cases, the cognitive overload on Holders (i.e., being incessantly asked for
consent) will reduce the effectiveness of consent and choice on Holder autonomy, which
the affected stakeholders should address.

2.1.1 Requirements for Consent and Choice

2.1.1.1 Obtain Consent for Verifier Processing

Verifiers shall only process personal information from Holders with valid consent.

NOTE: Verifiers should obtain a Holder’s consent in response to the Notice provided to the
Holder by the Verifier.
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2.1.1.2 Establish the Context for User Consent

Verifiers shall establish valid consent before transmitting any information from a Mobile
Credential.

NOTE: For in-person presentation, consent may be inferred because the Holder can choose to
open or present their mobile device. Still, the Verifier should make a Notice available. For
example, a sign behind the register stating age over 21 will be verified for purchase, but no
records will be retained.

NOTE: For transactions that comprise separate remote/unattended and in-person components,
the requirement for Verifiers to establish valid consent before the Holder presents a Mobile
Credential may mean that the Notice must be provided and that consent must be obtained
during the remote/unattended component of the transaction.

2.1.1.3 Revokable Consent

The Verifier shall allow for the withdrawal of consent where operationally feasible. If consent is
withdrawn, the Verifier should inform the Holder of the types of uses of their data that have

already been completed and cannot be deleted or withdrawn.

2.1.1.4 Selective Data Release

The Issuer shall ensure functionality that allows for the release of selected data. Providers and

Vendors shall enable the capability to allow selective data requests and releases.

NOTE: This requirement intends to respect the Holder's privacy through choice and
minimization.

NOTE: Holders’ selective release may be provided in person by the Holder choosing to present
the credentials on their device.

2.1.1.5 Ensure Active Holder Engagement

Providers shall ensure credential data is only requestable and released after/with active Holder
engagement. The Holder shall act before releasing data to the Verifier.

NOTE: Providers should ensure they provide capabilities to Holder devices requiring active
Holder engagement to share data. In an attended transaction, active engagement may be a
physical act of the Holder, such as a QR code scan by the Verifier. In an unattended
setting, Providers should take steps to ensure that the Holder has performed an equivalent
engagement intent before the presence of the credential, or any other metadata, is made
known to the Verifier.
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2.1.1.6 Consent and Choice by Default

Systems developers, including Providers and Vendors, shall use opt-in consent as the default

consent mechanism for systems Issuers or Verifiers use to process Holder information.

Implementations which override the default configuration must be documented.

NOTE: Providers and Vendors should provide documentation and/or training to individuals using
their systems to support opt-in consent as the default.

NOTE: Where Issuers or Verifiers opt to install systems based on opt-out consent or where
consent is not sought for other reasons, Providers and Vendors should provide training to
help Issuers and Verifiers document their choices.

2.2 Purpose, Legitimacy, and Specification

ORGANIZATIONS SHALL ONLY PROCESS PERSONAL INFORMATION FOR SPECIFIED AND LEGITIMATE
PURPOSES.

The Purpose, Legitimacy, and Specification principle stipulates that personal information must
be collected for specified, explicit, and legitimate purposes. The purpose for which an
individual’s data will be processed should be specified at or before any processing of that data
by the processing organization. The purpose should be legitimate — e.g. data is processed for a

common business process that meets a reasonable person’s expectation of privacy.

2.2.1 Requirements for Purpose, Legitimacy, and Specification

2.2.1.1 Inform Holder of Verifier Policies

Providers (i.e., Holder Agents) shall ensure that the systems provided to Holders (their wallet or
software, e.g.) communicate to the Holder any electronically received attestations about data
use associated with a Verifier in the transaction context.

NOTE: To inform Holders of a Verifier's retention policy and the data requested, the Provider
should communicate to Holders how the Verifier has claimed they will use the data and for
what duration they expect to retain it.

2.2.1.2 Verifiers Shall Publicly State Purposes for Collection

Verifiers shall publicly state the purposes for collection. The purpose shall be presented or

readily available to the Holder before collection.
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NOTE: Providing a receipt or record of the transaction to the Holder can provide assurances to
Holders and other stakeholders about the purposes for collection.

2.2.1.3 Segregate Accountability

Verifiers shall not participate in collusive practices with Issuing Authorities or other Verifiers. To
avoid dilution of accountability, Verifiers shall refrain from engaging in practices to discover the
uses of Mobile Credentials, enable user re-identification, or enable traceability across Verifiers.

NOTE: Stakeholders often cooperate or share data to prevent fraud or identity theft.
Cooperation for the purpose of reasonable business risk mitigation is not necessarily a
collusive practice.

2.2.1.4 Establish Legitimate Purposes

Verifiers shall ensure that the purpose for which they collect data, as conveyed by the Notice, is
legitimate for the Verifier's operational circumstances.

NOTE: ‘Legitimacy’ is determined in the context of the relevant regulations or the Holder's view.
Legitimacy should not be used to normalize business processes that average users would
not regard as legitimate.

2.2.1.5 Purpose Specification by Default

System developers, including Providers and Vendors, shall establish the regular or typical
purposes for their systems and use those purposes as the defaults in their systems.

NOTE: Providers and Vendors should develop or obtain documentation or training on purpose
specifications for their systems.

2.3 Collection Limitation

ORGANIZATIONS SHALL LIMIT THE INFORMATION THEY COLLECT FROM OR ABOUT AN INDIVIDUAL TO THE
MINIMUM AMOUNT NECESSARY FOR THE SPECIFIED PURPOSE OR PURPOSES.

The Collection Limitation states that there should be limits to the collection of personal
information. Any such data should be obtained by lawful and fair means and, where possible,
with the knowledge or consent of the Holder. This principle is designed to ensure that personal
information is collected in a manner that respects individual privacy and is used only for
necessary and specified purposes. Collection should never be based on ‘just in case’ or ‘we

might need it later’ reasoning.
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2.3.1 Requirements for Collection Limitation

2.3.1.1 Verifiers Collect for Identified Purposes

Verifiers shall not request more than the personal information necessary to provide their
services.

NOTE: Verifiers only request the strictly necessary personal information to provide the services
according to legitimate purposes for data processing. When no identification of the user is
needed, Verifiers can accept the isolated proof of attributes via selective disclosure
techniques or, when viable, zero-knowledge proofs.

NOTE: The Verifiers' requested data fields should be mapped to the minimum required to meet
their attested use case to avoid excessive data collection.

2.3.1.2 Issuers Minimize Provision

Issuers shall not provision more personal information to a Mobile Credential than is necessary

for the Mobile Credential to function in fulfilment of the purposes for which the Issuer issued the

Mobile Credential.

NOTE: Issuers may collect personal information about the Holder for purposes other than the
Mobile Credential. That collection is out of the scope of these requirements.

2.3.1.3 Collection Minimization by Default

System developers, including Providers and Vendors of systems that allow or include personal
information collection—either directly from the Holder or indirectly from other sources—shall set
the defaults to collect the minimum personal information necessary for the systems' functioning.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support minimal collection.

2.4 Data Minimization

ORGANIZATIONS SHALL LIMIT THE PERSONAL INFORMATION PROCESSED BY ANY PROCESS OR SYSTEM
TO THE MINIMUM NECESSARY TO FULFILL THE PROCESS'S LEGITIMATE PURPOSES.

The Data Minimization privacy principle mandates that organizations only process personal
information necessary for their legitimate purposes. This principle encourages a “less is more”
approach to data handling, discouraging excessive or irrelevant data processing. It requires

organizations to ensure that the personal information they process is adequate, relevant, and
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limited to what is necessary. Regular reviews should be conducted to ensure that the data held
is still pertinent for the purposes, and any unnecessary data should be deleted. This principle

minimizes the overall amount of personal information processed, reducing risks for the Holder.

2.4.1 Requirements for Data Minimization

2.4.1.1 Verifiers Prevent Re-identification

Verifiers shall not combine Personal Information to identify or re-identify the Holder or establish
Holder patterns unless the combination or re-identification is a legitimate purpose of the Verifier
and the Holder consents.

NOTE: Verifiers should only combine presented data if re-identification is a stated purpose.
NOTE: See also 2.3.1.1 Verifiers Collect for Identified Purposes above.

2.4.1.2 Data Minimization by Default

Verifier system developers, including Providers and Vendors, of systems that process personal

information shall set implementation defaults to process the minimum personal information

necessary to fulfill the system's identified purposes.

NOTE: The minimum personal information necessary may include metadata or other elements
necessary for auditing or regulatory oversight, depending on the use case.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support data minimization.

2.5 Use, Retention, and Disclosure Limitation
ORGANIZATIONS SHALL LIMIT THE USE, RETENTION, AND DISCLOSURE OF PERSONAL INFORMATION.

The Use, Retention, and Disclosure Limitation principle mandates organizations to limit how
they use, disclose, and retain personal information. Specifically, it stipulates that an organization
shall not use or disclose personal information for purposes other than those it has identified and
for which it has received consent or has a legal requirement. Furthermore, organizations shall
establish guidelines and procedures for retaining and destroying personal information. This
principle ensures that personal information is handled as a reasonable person would consider

appropriate.
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2.5.1 Requirements for Use, Retention, and Disclosure Limitations

2.5.1.1 Retain with Consent

Verifiers shall not store personal information unless the Holder consents to it, or the storage is
required by law.

NOTE: Many systems generate audit trails, which may contain personal information. Those
audit trails or logs should be treated as separate personal information assets and protected
accordingly.

2.5.1.2 Declare Retention Period

Verifiers shall state a retention period for personal information in their Notice.

NOTE: To minimize the risk of over-retention, stakeholders should take a risk-based approach
prioritizing Holder privacy. They should take an approach of “Data Deletion as soon as
possible” rather than “Data Storage for as long as possible, or just in case.”

2.5.1.3 Verifiers Will Limit Holder Information Processing

Verifiers shall implement policies and procedures to limit Holder data's use, retention, and

disclosure.

2.5.1.4 Use, Retention, and Disclosure Limitation by Default

Verifier system developers, including Providers and Vendors, of systems that process personal
information shall set the defaults for those systems to use, retain, and disclose the minimum
personal information necessary for the functioning of the systems.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support use, retention, and disclosure limitations.

2.6 Accuracy and Quality

ORGANIZATIONS SHALL ENSURE THAT PERSONAL INFORMATION IS ACCURATE, CURRENT, ADEQUATE,
AND RELEVANT FOR SPECIFIED PURPOSES.

This principle ensures that the data is accurate, up-to-date, and of high quality, which helps to
prevent the inappropriate processing of personal information. It requires every reasonable step
to ensure that inaccurate data, considering the purposes for which they are processed, are
erased or rectified without delay. This principle is crucial in maintaining the trust and reliability of

the systems across different jurisdictions.
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NOTE: For these requirements, “current” is not a measure of how old the information is. For
example, a home address is current even if it has not changed in 10 years and is still the
‘current’ address.

2.6.1 Requirements for Accuracy and Quality

2.6.1.1 Verifiers Will Implement Accuracy Controls

The Verifier shall establish processes to ensure that the accuracy and quality of the Holder

information processed are appropriate for the transaction.

NOTE: Accuracy and quality in archival or log information means ensuring that the data is
unchanged and accurately represents the time at which it was recorded.

NOTE: Accuracy and quality should include appropriate privacy-preserving metadata to
demonstrate the data source used to determine accuracy and quality.

2.6.1.2 Accuracy and Quality by Default

Verifier system developers, including Providers and Vendors, of systems that process personal
information shall set defaults to ensure that the data processed is accurate and appropriate for
the systems' purposes.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support accuracy and quality.

NOTE: Accuracy and quality should be determined in the context of a particular system and its
requirements. For example, the accuracy of a point-in-time system should be based on the
quality of the data available at that point in time. Alternatively, the quality of information
about an individual should be determined by its currency and accuracy.

2.7 Openness, Transparency, and Access

ORGANIZATIONS SHALL BE OPEN AND TRANSPARENT ABOUT THEIR PERSONAL INFORMATION
PROCESSING ACTIVITIES.

The openness, transparency, and access principle help ensure organizations are clear and
open about information held about Holders and how and why they process personal information.
It emphasizes the importance of making information available and accessible to Holders, which
is crucial in ensuring access and participation. The processes or systems that process personal
information should be described and readily available to individuals. Proprietary information may

be held confidentially, but the general purpose and types of processing should not be withheld.
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2.7.1 Requirements for Openness, Transparency, and Access

2.7.1.1 Provider Transparency at Presentment

When credential data is presented, the process shall ensure the Holder has the information they

need to decide whether to release their Mobile Credential data.

NOTE: Providers should identify which identity attributes are requested and which will be
retained.

2.7.1.2 Ensure Data Subject Rights Can Be Exercised

Verifiers shall implement appropriate means to allow Holders to exercise data subject rights.
NOTE: Data Subject rights include the right to access Holder information and request the
deletion or correction of Holder Information where operationally feasible.

2.7.1.3 Verifier Provides Transparency for Mobile Credential Data

Verifiers shall give the Holder clear and easily accessible information about their policies,

procedures and practices concerning Mobile Credentials.

2.7.1.4 Openness, Transparency, and Access by Default

Verifier system developers, including Providers and Vendors, of systems that process personal
information shall set defaults to ensure that the implementation of the system is open,
transparent, and accessible.

NOTE: Open in this context means that the Holder should be able to determine the purposes for
which their data is processed.

NOTE: The ability of the Holder to access their information is predicated on the system storing
their data. Access is moot in systems that do not store data. Further, this should not be
read to require a user portal to access data. It may be sufficient to have a published access
request process for stored data.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support openness, transparency, and access.

2.8 Individual Participation and Access

ORGANIZATIONS SHALL ALLOW INDIVIDUALS TO HAVE ACCESS TO THEIR OWN INFORMATION AND
IDENTITY AND CORRECT ERRORS IN THEIR INFORMATION.
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This principle emphasizes the rights of Holders to participate in the personal information
handling process. It allows Holders to obtain confirmation from a Provider, Issuer, or Verifier
whether or not the organization has data relating to them. It also enables individuals to access
their data and provides a mechanism to request correction, amendment, or deletion of their data
where it is inaccurate. This principle ensures transparency and fosters trust between identity
ecosystem stakeholders and individuals.

NOTE: The Access principle is most likely to apply to Issuers, as in many identity-use cases a
static credential is processed, and the access process may be as simple as confirming the
transaction time — if there is any data storage or retention.

2.8.1 Requirements for Individual Participation and Access

2.8.1.1 Freely Accessible Credentials

Credentials shall be made available to all Holders with rights granted by the Issuer. The Holder

shall be able to access (i.e. read) any credential issued to them.

2.8.1.2 Holder Access from Verifiers

The Verifier shall allow the Holder to access their information and participate in decisions about
processing.

NOTE: Where a person requests access to records held by the Verifier, access to Mobile
Credential data provided by the Holder shall be granted. However, the Verifier may
consider limiting access to other records to protect the privacy of others or as may be
required by law.

2.8.1.3 Individual Access and Participation by Default

System developers, including Providers and Vendors, of systems that process personal
information shall set defaults to ensure that individuals can access their information and
participate in the processing of that information where not prohibited by law.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support access and participation.

2.9 Accountability

ORGANIZATIONS ARE ACCOUNTABLE FOR RESPECTING THE PRIVACY OF INDIVIDUALS WHOSE
INFORMATION THEY MAY PROCESS.
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The accountability principle requires organizations to take responsibility for handling personal
information. This includes complying with privacy principles and demonstrating this compliance
through appropriate measures and records. The principle emphasizes the importance of
managing personal information risks with policies, procedures, and measures proportionate to
the risks, which can vary depending on the amount of data being handled or transferred, its
sensitivity, and the technology used. Accountability is not just about ticking boxes but about
implementing effective measures and demonstrating compliance in practice.

NOTE: Organizations may be directly accountable to individuals or may be responsible to the
organization that is accountable for the information. In either event, organizations should
implement information governance to ensure privacy is respected.

2.9.1 Requirements for Accountability

2.9.1.1 Designate an Accountable Person

Organizations that process personal information shall designate a senior executive accountable

for privacy or data protection.

NOTE: In large organizations, or where required by law, this person may be called a Chief
Privacy Officer or a Data Protection Officer.

NOTE: The contact details of the accountable privacy person or office should be publicly
available and readily accessible.

2.9.1.2 Provide Contextually Appropriate Verifier Identification

Verifiers shall identify themselves with the Holder with enough details about the transaction to
help the Holder decide whether to proceed.

NOTE: For the Holder to proceed with a transaction, the first step is for the Verifiers to identify
themselves in context. A context might be admission to a stadium. Another context might
be a medical office. The Holder can verify that they are in the stadium or the doctor’s office,
and the Holder Agent should be able to validate and record that information.

2.9.1.3 Accountability by Default

Verifier system developers, including Providers and Vendors, of systems that process personal
information shall document the bases for processing personal information and ensure that the
organization operating the system identifies its accountability in the implementation and

operating agreements.
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NOTE: Providers and Vendors should provide documentation or training for their systems to
support accountability.

2.10 Information Security

ORGANIZATIONS SHALL IMPLEMENT INFORMATION SECURITY MANAGEMENT SYSTEMS TO ENSURE
PERSONAL INFORMATION’S CONFIDENTIALITY, INTEGRITY, AND AVAILABILITY IN THEIR CUSTODY OR
CONTROL.

This principle recognizes the interconnectedness of Information Security and Data Privacy.
Information Security focuses on implementing policies, procedures, and systems to protect
information assets' confidentiality, integrity, and availability. Confidentiality ensures that
information is not disclosed or available to unauthorized individuals, entities, or processes.
Integrity ensures the information is complete, accurate, and protected from corruption.
Availability ensures that the information is accessible to authorized individuals whenever
needed. In addition to respecting individual privacy, personal information is an asset that
organizations must protect.

NOTE: Security by Design, which may be implemented by some systems, generally means
implementing policies, procedures, and controls to protect information assets, including
personal information, from unauthorized access, use, disclosure, retention, or destruction.

Note: Organisations should use threat models, either used in evaluating the security of a system
that contains user information or specific privacy threat models, to assist in the design of
the safeguard for personal information.

NOTE: A robust information security management system provides safeguards appropriate to
the sensitivity of the information it secures, including administrative, physical, and technical
safeguards.

2.10.1 Requirements for Information Security

2.10.1.1 Use Encrypted Channels for Transactions

All identifying data shall be transacted through encrypted channels. To protect the confidentiality
of Holders, Issuers, Providers, and Verifiers shall only transact identifying data through
encrypted, secure channels to prevent exposure to third parties.

NOTE: In the context of a digital ID, identifying data also includes unique identifiers such as
public keys and digest salt values.
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2.10.1.2 Use Secure Storage

All stakeholders shall adopt appropriate measures to ensure the security of stored Personal

Information.

NOTE: If storage is required, stakeholders shall implement privacy by design and by default
techniques (e.g., encryption, anonymization, or pseudonymization of data).

2.10.1.3 Implement Security Measures

Stakeholders shall implement information security measures appropriate for the sensitivity of the

Holder information to protect its confidentiality, integrity, and availability.

NOTE: Implementing an Information Security Management System based on standards is a
reasonable approach for large organizations seeking to implement security measures.

NOTE: Organizations may depend on the security provided by their Provider or Vendor with
reasonable assurances from the Provider or Vendor.

2.10.1.4 Information Security by Default

System developers, including Providers and Vendors, of systems that process personal

information shall set defaults to ensure that the confidentiality, integrity, and availability of that

data is always maintained.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support security.

NOTE: In many cases, Holders, Verifiers, and Issuers may depend on the Provider or Vendor to
provide assurances of security, and Providers or Vendors should be prepared to provide
appropriate assurances or attestations.

2.11 Privacy Compliance

ORGANIZATIONS SHALL ENSURE THAT THEY MEET THEIR REGULATORY AND POLICY-BASED PRIVACY OR
DATA PROTECTION OBLIGATIONS.

The privacy compliance principle ensures that organizations create policies and procedures to
comply with applicable data protection/privacy regulations and laws. Those policies and
procedures and the processes and systems implemented should be subject to regular privacy or
data impact assessments, audits, and reviews to ensure compliance with applicable laws and

regulations.
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2.11.1 Requirements for Privacy Compliance

2.11.1.1 Conduct Privacy Impact Assessments

A Privacy Impact Assessment (PIA) shall be conducted for any system that processes Mobile
Credential data.

NOTE: Any stakeholder in the system may conduct a PIA. Nothing precludes an Issuer, for
example, from both requiring that a Vendor provide proof that a PIA was done on a system
as part of a procurement and then conducting their own PIA of the system at
implementation.

NOTE: Privacy Impact Assessments (PIAs) are a standard process or tool organizations use to
identify privacy risks and make recommendations for mitigating those risks.

2.11.1.2 Conduct Privacy Impact Assessments

Any stakeholder that may process Holder information shall implement policies and procedures

to demonstrate privacy accountability to Holders.

NOTE: Records of processing activities should demonstrate compliance with privacy laws and
organizational policies.

2.11.1.3 Privacy Compliance by Default

Verifier system developers, including Providers and Vendors, of systems that process personal
information shall set defaults to ensure that data processing activities comply with relevant
privacy or data protection regulations.

NOTE: Providers and Vendors should provide documentation or training for their systems to
support privacy compliance.
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Appendix

Simplified Credential Transactions

This section sets out the three basic transactions in a Mobile Credential ecosystem, showing the

analog (or real-world) transactions followed by their digital equivalents.

A1.1 Issuing a Credential

The analog process of issuing a credential is a straightforward process between the

individual and the issuing organization as seen in figure A.1.

NEW YORK

DRIVER LICENCE
_—

Holder Issuer

Figure A.1 Analog Process of Issuing a Credential

The process results in the credential holder receiving a card, like a driving license, that
they can choose to present if asked. The holder (and verifiers) can proceed with a level
of assurance commensurate with the nature of the issued card and the level of trust
held by the issuing organization.

e Privacy considerations include what personal information is included on the printed
credential. (What the Issuer collects for its purposes is out of the scope of the PEMC Work
Group).

Figure A.2 illustrates the digital process, which starts with installing an app or wallet from a

provider, followed by provisioning the wallet or app with the credential generated by the issuer.

The process results in a Mobile Credential on the holder’s device that they can present to a

verifying device.
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Requirements for Privacy Enhancing Mobile Credentials

Installs
App/Wallet

\ ‘/’/ Generated Credentials

Figure A.2 Digital Process of Issuing a Credential

The holder (and verifiers) depends on the technical level of assurance provided by the

credentials and the provider software.

e Privacy considerations include what attributes are included with the digital credential, how
they can be accessed, and by whom.

A1.2 Presenting a Credential

The analog process of presenting a credential is straightforward between the individual and the
verifier (like the doorman at a bar). The process results in the credential holder gaining access
to the resource or location shown in figure A.3.

NEW YORK

DRIVER LICENCE
- Q.A/
——

Card

|I Presents

Figure A.3 Analog Presentation of a Credential

The holder and verifiers depend on the authenticity of the card.

¢ Notice may be provided with a sign.

e Privacy considerations include what personal information may be taken and used for
purposes other than required for the purpose of the presentation (i.e. the doorman taking
note of the person’s home address).
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Requirements for Privacy Enhancing Mobile Credentials

The digital process illustrated in figure A.4, on the other hand, offers a more advanced
approach. It replaces the physical card with a digital representation on a mobile device, which is

then presented to a verifying device.

Data Flow

Figure A.4 Digital Presentation of a Credential

The transaction concludes with the mobile device holder gaining access to the resource or

location, theoretically ensuring a secure and efficient process.

e Privacy considerations include what attributes the digital credential discloses, how those
attributes will be used, and by whom.

e The process MAY be more privacy-protective than the analog process, but it is not

necessarily so.

A1.3 Verifying a Credential

In the analog situation, verification depends on the organization’s reputation, combined with the
card's characteristics, shown in figure A.5. Tracking or surveillance of individuals is difficult.

6 DRIVER LICENCE

CGwr

Reputation Cryptography

Figure A.5 Credential Verification
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Verification typically depends on cryptographic assurances included as credential attributes in
the digital situation. Depending on the credential, it may have the capability to allow the verifier
to verify the validity of a credential with the issuer at the time of the transaction (phone home),
which is NOT privacy protective. Keeping and maintaining logs of identifiers is easy and cheap,
even if there is no ‘phone home.’
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Glossary

The following terms are used in this document. Where existing terms are standardized,

references to those terms will be included.

Appropriate friction: Design systems such that the level of attention required of the Holder in
each transaction provides a reasonable opportunity for an informed choice by the
Holder.

Biometric: “Biometric recognition” is the automated recognition of individuals based on their
biological and behavioral characteristics.

Source: ISO/IEC TR 24741:2018 Biometrics

Note: Biometrics are treated throughout this document as inherently sensitive data, and
can include facial images, fingerprints, retina scans, or other features or combinations of
features.

Collection: This is one stage in the complete life cycle of personal information, including
identity attributes in a Mobile Credential.

Collection refers to any operation that results in personal information in an entity’s
custody or control.

Consent: An individual’s freely given, specific, and informed unambiguous agreement
demonstrated through an affirmative act or as required by law.

Source: This definition is derived from ISO/IEC 29184

Credential Service Provider (CSP): Following the guidance included in NIST 800-63-3, we
include both the enroliment function and credential services under the name Credential
Services Provider.

Source:_IDPro Body of Knowledge: IAM Reference Architecture (v2)

A trusted entity that issues or registers subscriber authenticators and issues electronic
credentials to subscribers. A CSP may be an independent third party or may issue
credentials for its own use.

Source:_IDPro Body of Knowledge: Defining the Problem — Identity Proofing Challenges
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Dark or Deceptive Patterns: Dark patterns are design patterns, mainly in user interfaces, that
have the effect of deceiving individuals into making choices that are advantageous to the
designer.

Sources: Wikipedia and_https://www.deceptive.design/

Delegate: A natural person who is empowered to act for a Holder. This may be because of
Holder capabilities or other issues.

Destruction: This is one stage in the complete life cycle of personal information, including
identity attributes in a Mobile Credential.

Destruction refers to the physical, not just logical, destruction of personal information
after a defined retention period.

Note 1: In some circumstances, entities may use de-identifying transformations of the
data or aggregate the data to accomplish the same end.

Note 2: In some public sector contexts, moving personal information to a government
archive may meet legislative requirements. (i.e. census data held for 100 years before
available to researchers)

Disclosure: This is one stage in the complete life cycle of personal information, including
identity attributes in a Mobile Credential.

Disclosure refers to copying or transferring personal information to another entity which
is then accountable to the Holder for the information received.

Holder (Data Subject): The Holder is the natural person whose attributes are contained in a
Mobile Credential. For this document, a Holder is equivalent to a “Data Subject,” or a
“user,” or an “individual,” as those terms may be understood elsewhere.

Note: Delegates are handled elsewhere in this document. In those cases, the delegate
may ‘hold’ the device or use the app on behalf of the natural person.

Identity proofing: Accruing evidence to support “who this is.” ... This is the process of collecting
and verifying information about a person for the purpose of providing an account or a
corresponding credential. This is typically performed before an account is created or the
credential is issued, or a special privilege is granted.

Source:_IDPro Body of Knowledge: Introduction to Identity - Part 1: Admin-time (v2)
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Identity Provider (IdP): An Identity Provider (IdP) performs a service that sends information
about a user to an application. This information is typically held in a user store, so an
identity provider will often take that information and transform it to be able to be passed
to the service providers, AKA apps. The OASIS organization, which is responsible for the
SAML specifications, defines an IdP as “A kind of SP that creates, maintains, and
manages identity information for principals and provides principal authentication to other
SPs within a federation, such as with web browser profiles.”

Source: IDPro Body of Knowledge: Federation Simplified (v2)

See Issuer
Identifying Data: Data which may directly or through data linkage identify the credential holder.
Issuer: The entity that issues verifiable credentials about subjects to holders. Issuers are
typically a government entity or corporation, but an issuer can also be a person or
device.

Source: IDPro Body of Knowledge: A Peek into the Future of Decentralized Identity (v2)

For the purposes of this guidance, note that the ‘subject’ and the ‘holder’ will be the
same natural person. In most use cases the Issuer is functionally the same as an
Identity Provider.

Mobile Credential: Mobile identity credentials such as a mobile driving license or mobile
identification card.

Mobile Driver’s License (mDL): An mDL is a driver's license that is provisioned to a mobile
device with the capability to be updated in real time. It is comprised of the same data
elements that are used to produce a physical driver's license, however, the data is
transmitted electronically to a relying party's reader device and authenticated.
Source: AAMVA

Notice: An easily accessible description, using language that is both clear and appropriately
adapted to the operational circumstances, of:

The data to be collected about an individual.

The purpose of data collection.

How the data will be processed.

With whom the data will be shared.

How much data will be retained and for how long.
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e How the individual can exercise their rights.

NOTE: Notices may be ‘layered’, where a simple notice statement links to more fulsome
statements for users who want them. Notices may also be contextual, such as an “Age
Verification Required” sign over an establishment's entrance.

This definition is inferred from various requirements for informed consent, transparency,
& openness.

Operational Circumstances: This is a term used to denote the context in which privacy trade-
offs and decisions are made. This includes the regulatory environment and other non-
technical factors that bear on what reasonable privacy expectations might be.

Personal Information/Personally Identifiable Information (PI/PIl): Any information that (a)
can be used to establish a link between the information and the natural person to whom
such information relates, or (b) is or might be directly or indirectly linked to a natural
person.

Note: The "natural person" in the definition is the PII principal (i.e., the natural person to
whom the personally identifiable information (PII) relates). To determine whether a PlI
principal is identifiable, account should be taken of all the means which can reasonably
be used by the privacy stakeholder holding the data or by any other party to establish
the link between the set of Pll and the natural person.

Source:_ISO/IEC 29100 Privacy Framework

Process or Processing: Refers to the processing of personal information, which includes the

collection, use, disclosure, retention, and destruction of that information.

Provider: For this document a Provider is the entity that provides a technology component that
holds the Mobile Credential.

Provider Solution: The wallet, capability, or platform supplied by a Provider which holds the
Mobile Credential. It can include software and hardware associated with any of the three
nodes: Issuer, Holder, and Verifier.

Note: The guidance provided in this document is solely in respect of the credential data

and metadata included in the Provider Solution.
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Relying Party (RP): A component, system, or application that uses the IDP to identify its users.
The RP has its own resources and logic. Note that the term ‘relying service’ is used in
the ISO/IEC standards to encompass all types of components that use identity services,
including systems, sub-systems, and applications, independent of the domain or
operator. We will use the more common Relying Party (or RP). An RP roughly
corresponds to the Agency Endpoint in the FICAM model or to Identity Consumers in the
Internet2 model.

Source: IDPro Body of Knowledge: IAM Reference Architecture (v2)

See Verifier

Retention: This is one stage in the complete life cycle of personal information, including identity
attributes in a Mobile Credential.

Retention refers to the requirement of an entity to retain personal information for a
certain period for business, regulatory, or other legitimate purposes.
Note: There may be minimum as well as maximum retention periods.

Sensitive Data: While all Personal Information may be regarded as sensitive in that
unauthorized processing of an individual’'s data may be offensive to that person, we use
the term here to denote information that a reasonable person would view as requiring
special care above and beyond other personal information. For reference, see General
Data Protection Regulation (GDPR) Recital #51 or Sensitive Personal Data in the W3C
Data Privacy Vocabulary.

Transaction: In the context of Mobile Credentials, a transaction is composed of the full set of
data exchanges involved in presenting and accepting/rejecting a Mobile Credential.

Use: This is one stage in the complete life cycle of personal information, including identity
attributes in a Mobile Credential.
“Use” refers to any operation performed on personal information, including when a user
views the information. Outsourced data processing where the entity retains
accountability to the Holder is a use, not a disclosure, of personal information.

User-centered Design: ... user-centered design tries to optimize the product around how users
can, want, or need to use it so that users are not forced to change their behavior and

expectations to accommodate the product.
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Source: Wikipedia
Note: in the context of this document user-centered design should result in a product or
system that defaults to meet the reasonable privacy expectations of an average or
typical user. It might be better to think of this as a User-beneficial Design.

Verifier: The entity that verifies verifiable credentials so that it can provide services to a holder.
In most use cases, the Verifier is functionally the same as a Relying Party.
Source:_IDPro Body of Knowledge: A Peek into the Future of Decentralized Identity (v2)

Wallet/App: For this document, discussion about a wallet or app should be read to include the
underlying capabilities of the device or operating system or both. We refer to this as a

Provider Solution.
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