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ISO/IEC 27563 Security and privacy in AI use cases –
best practices

ID < identification as provided by ISO/IEC TR 24030 >
Use case name < use case name as provided by ISO/IEC TR 24030 >

Ecosystem

Describes the ecosystem: 
identifies the systems of interest, 
the stakeholders, and the 
stakeholders’ assets that are 
impacted by AI

Systems of interest:
— < use case system of interest >
Stakeholders:
— < stakeholder A >
Stakeholder assets that are impacted by AI
— < asset A >

System of interest: < Use case system of interest >
Assessment of system 
of interest

Assessment on security and 
privacy concerns — Security and privacy concerns on < use case system of interest > are < negligible, limited, significant, maximum >

Security and privacy 
concerns

Highlights security and privacy 
concerns that are impacted by AI

— Protection goals to consider for < asset A > asset are < confidentiality, integrity, availability, unlinkability,
transparency, intervenability>

— The following privacy principles to consider for a < use case system of interest > integrating a < asset A > asset: < e.g.
consent and choice, use retention and disclosure limitation>

— The following framework concepts to consider for a < use case system of interest > integrating a < asset
A > asset: < e.g. Identify, Protect, Identify-P, Govern-P>

Security and privacy 
risks

Identifies security and privacy 
risks that are impacted by AI

— Privacy risks related to < asset A > asset (e.g. re-identification of … while performing AI training and reasoning
operations)

— Security risks related to < asset A > asset (e.g. alteration of learning data with wrong information, security of training
operation, security of reasoning operation, …)

Security and privacy 
controls

Identifies security and privacy 
controls that are impacted by AI

— Security and privacy controls from < reference (see [22][23][24][17][7]) > to be considered for < use case system of 
interest >

Security and privacy 
assurance

Identifies security and privacy 
assurance aspects that are 
impacted by AI

— Organization operating the < use case system of interest > integrating < asset A > asset to ensure that it can be 
audited[19][20] This includes organisational and technical evidence.

Security and privacy 
plan

Identifies security and privacy 
plan aspects that are impacted by 
AI

— Organization operating the < use case system of interest > integrating < asset A > asset to establish a security and 
privacy plan that will be validated and reviewed periodically for continual improvement.
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Example A.64 AI situation explanation service for the visually impaired 

(https://standards.iso.org/iso-iec/tr/27563/ed-1/en/Security-privacy-AI-use-cases.pdf)



• Collect use cases
• e.g. reuse the 27563 template, or a simplified version

• Study use case domain
• Specify dedicated template for privacy protection models

• Use ISO/IEC DTR 30194 Best practices for use case projects (see next slide)

• Impact on 27091 (AI privacy protection) or on 27564 (Guidance on 
the use of models for privacy engineering)
• Publish collection of use case

• Publish privacy protection models
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Proposal
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ISO/IEC DTR 30194 Best practices for use case 
projects
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