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Individuals should be able to choose what they disclose, to whom, and under what conditions
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https://kantara.atlassian.net/wiki/spaces/WA/overview

A tale of two ‘trusts’

“Trust” between individuals & Technical “Zero-Trust” between
organizations devices

Issuer

(Organization)

Holder Verifier Wallet Reader
(Individual) (Organization) (Device) (System)

People don't trust organizations based on their technical security controls
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https://conversationalist.org/2019/09/13/feminism-explains-our-toxic-relationships-with-our-smartphones/

The purpose of the proposed work-group is to create a set of
requirements and conformance criteria to protect the privacy of
individuals holding or using mobile credentials such as mobile
Driving Licenses. This includes, but is not restricted to, technology
ecosystems based on ISO/IEC 18013-5 compliant mobile driving
licenses. Existing standards can provide technical and
transactional assurances of user choice and data minimization at
the point of presentation of the credential, but do not provide
assurances to the holders of mobile credentials that relying
parties that may collect their identity attributes will use those
attributes solely for the fulfillment of the purposes for which the
mobile credential was presented. Failing to respect the consent of
mobile credential holder or the legal authority of the verifier to
collect the identity attributes could violate the privacy of the mobile
credential holder.

PImDL Report
» Addressed Privacy for mDL ecosystems

PEMC Guidance Report

* Guidance for Privacy & Mobile Credentials

PEMC Requirements

e Kantara Recommendation

Conformance Testing (in progress)

* Requirements for creating a (Kantara) trust
mark (ISO 17065 certification)


https://kantarainitiative.org/download/pemc-implementors-guidance-report/
https://kantarainitiative.org/reports-recommendations/

Issuers preserve privacy Contract Vendor
with terms and policies

Terms /
Policies

Issuer
(Organization)

Provider Vendor
& Data Flows
(Trust Triangle)
[technical zero trust]
Terms / = Contract

Verifier

=

Privacy Policy

Holder privacy is [
respected when her
reasonable expecations

for information usage
after disclosure are
respected.

2 |
Verifiers preserve privacy

The technology component(s) include with privacy policies and

the devices, software, services, etc that

procedures
act on behalf of an entity.
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Informed Decision-Making: Holders must be provided with clear, concise, and easily understandable information about what
personal data is being collected, how it will be used, and with whom it might be shared. This information is crucial for them to
make an informed choice.

Granular Choices: Where feasible, offer granular options rather than an all-or-nothing approach. This allows Holders to consent
to specific processing activities while opting out of others, enhancing their control.

Timing of Consent: Consent must be obtained at or before the point of data processing. It should not be a retroactive justification
for data already processed.

Opt-Out Mechanisms: Clear and accessible mechanisms must exist for Holders to opt out of data collection or usage practices.
Their decisions to opt out must be respected and promptly implemented by the system.

Cognitive Overload Mitigation: While obtaining explicit consent is paramount, organizations must be mindful of potential
"consent fatigue" or cognitive overload on Holders. Continuously prompting for consent for every minor interaction can diminish
the effectiveness of the consent process itself. Stakeholders should explore and implement strategies to balance explicit consent
requirements with user experience, ensuring that consent requests are meaningful and not burdensome. This involves setting
preferences that persist or providing clear explanations of ongoing processing based on initial consent, with easy ways to review
and revoke that consent.



Data Scope has been documented

The Verifier should explicitly identify and document the personal information
elements they intend to request or derive from a Holder's mobile credential.
Without knowing what data Is involved, it's impossible to design an appropriate
consent mechanism or adequately inform the Holder.

Purposes have been identified and documented.
The Verifier should clearly define and document the specific, legitimate purpose(s)
for collecting and processing each personal information element or group.
Consent must be specific to the purpose(s) for collection. Vague or overly broad

purposes invalidate consent. This also forms the basis of the Notice to the
Holder.



Notice Mechanism has been implemented.
The Verifier has designed and implemented an evident, conspicuous, and easily
understandable Notice. This Notice must be presented to the Holder before or at
the point of requesting mobile credential data and must contain:
A description of the personal information attributes being requested/processed.
*The purpose(s) for processing.
*The identity of the Verifier (and any relevant third parties the data might be
shared with, if applicable, along with purposes for that sharing).
Information on how the Holder can withdraw consent (if applicable to the specific
Interaction).
A link to a more detailed privacy policy, if appropriate



Consent Mechanism has been implemented.
The Verifier has designed and implemented an unambiguous
mechanism for the Holder to provide affirmative consent after
reviewing the Notice. This mechanism must:
*Be separate from other terms or actions (e.g., hot bundled with
general terms of service acceptance unless directly related and
clearly explained).
Offer an explicit "accept/agree" or equivalent affirmative action.
*Allow the Holder to equally easily "decline/disagree" or abstain from
providing the credential data without undue friction (beyond being
unable to access the service that requires that data).



There is a Consent Record System

The Verifier has a reliable system or process to record the Holder's consent (e.g.,
timestamp, specific version of notice consented to, scope of consent given).
There is a No-Consent Process
The Verifier has a defined process for scenarios where a Holder withholds consent,
ensuring that processing related to the denied consent does not occur and the Holder is
appropriately informed of any consequences (e.g., inability to access a specific service).
Staff Training
The Verifier has been trained. Staff who engage with consent systems or processes (e.g.,
those involved in designing interaction flows, IT staff implementing the systems, and

customer-facing staff, if applicable) are trained on this consent requirement and internal
procedures.



Notice Availability & Timing Test
Procedure: Initiate an interaction requiring credential data from the Verifier's system.

Observation: Is a Notice presented before or at the point of data request? Is it easily accessible and

readable?
Success Criteria: Notice is timely and presented.

Notice Content Adequacy Test
Procedure: Review the content of the presented Notice.
Observation: Does it accurately list the personal information to be processed? Does it clearly state the

specific purpose(s)? Is the Verifier identified? Is the language understandable to a typical Holder?
Success Criteria: Notice content is complete, accurate, and transparent as per pre-conditions.

Consent Action Test
Procedure: Interact with the consent mechanism.
Observation: Does the system require an explicit, affirmative action from the Holder to signify consent (e.g.,

clicking "Agree," unchecking a pre-filled box is not sufficient)? Can the Holder easily decline?
Success Criteria: Consent requires an explicit, affirmative action. Declining is straightforward.



Data Processing Post-Consent Decision Test

Procedure:
Scenario A: Provide consent. Attempt to complete the transaction/interaction.
Scenario B: Decline consent. Attempt to complete the transaction/interaction.

Observation:
Scenario A: Does the system process the Holder's data as described in the Notice?
Scenario B: Does the system refrain from processing the Holder's personal information for the purpose
for which consent was denied? Is the Holder informed of the outcome of declining (e.g., service
unavailability)?

Success Criteria: Data processing aligns with the Holder's consent decision. The system respects denial of
consent.

Consent Record Audit:

Procedure: (If backend access or logs are available) After a successful consent interaction, attempt to locate
the record of this consent.

Observation: Is a record of consent stored? Does it contain relevant details (timestamp, scope)?
Success Criteria: A verifiable record of consent exists.



Privacy Enhancing Mobile Credentials (PEMC) - Kantara Initiative

JOIN THE PEMC WORK GROUP



https://kantara.atlassian.net/wiki/spaces/PEMCP/overview
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