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Dear reader
Thank you for downloading this publication prepared by the international community of experts that comprise the Kantara Initiative. Kantara is a global non-profit ‘commons’ dedicated to improving trustworthy use of digital identity and personal data through innovation, standardization and good practice. 

Kantara is known around the world for incubating innovative concepts, operating Trust Frameworks to assure digital identity & privacy service providers and developing community-led best practice and specifications. Its efforts are acknowledged by OECD ITAC, UNCITRAL, ISO SC27, other consortia and governments around the world. 'Nurture, Develop, Operate' captures the rhythm of Kantara in consolidating an inclusive, equitable digital economy offering value and benefit to all.

Every publication, in every domain, is capable of improvement. Kantara welcomes and values your contribution through membership, sponsorship and active participation in the working group that produced this and participation in all our endeavors so that Kantara can reflect its value back to you and your organization.
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[bookmark: _Toc159000434]Introduction
This concept of Digital Identifier Inclusion is described here along with several use cases. No person creates their own identity in a single place. A person’s identity is formed in the places where they work and play, learn and advocate. So, it is unlikely that anyone’s identity can ever be completely encompassed by an authenticated identifier in one single Credential. What people need is a collection of Verified Claims that they can call upon as needed in their online interchanges to protect access to and distribution of their personal information.
This specification is designed to work with devices that are carried with the user and have the capability to be network attached, such as a smartphone.
This specification is a part of a series of evolving Kantara specifications on distributed identifiers that will all be available at the work group draft recommendations page.
[bookmark: _Toc159000435]Assumptions
The following assumptions on the existence of a trustworthy ecosystem are further described in section 2. The ecosystem itself is not the subject of this specification.
The holder has acquired a smart mobile device (such as a smartphone) that can protect the user credentials needed for authentication.
The holder can install a Wallet on that device with a list of Trust Anchors.
· The user is given full control of the Trust Anchors that are used in any transaction.
· Trust Anchors all start with a set of terms and conditions or a Code of Conduct that defines their concept of a trustworthy ecosystem for certificates that are based on the anchor.
· There is a Code of Conduct and a collection of service providers which are registered as compliant and conformant with the code. It is intended that it applies to other digital ecosystems as well.
Other solutions are possible, such as cloud-based wallets that the user can access using biometrics. These are not further elaborated in the document. (Drummond Reed 2023)
The user should have some Identity Assurance Level (IAL), but that is not part of this specification.
Issuers of credentials that contain a subject’s sensitive personal information will expect the subject to provide a high level of authentication assurance to access that information.
The user will be able to access the identity and protection levels of any verifier before the user is requested to supply any personal information.
[bookmark: _Toc159000436]Goals
This Digital Identifier Inclusion is a structured document that describes the application and mobile device which protects authentication secrets.
The goal for this specification is to enable a mobile device to support all eligible subjects in a secure and privacy-preserving process, where eligibility is defined by terms of the credential desired.
Any person that has any right or privilege under law must be able to acquire digital credentials when they are needed to access those rights and privileges.
The identification ecosystem must provide a means for recovery of lost credentials that give a person access to their rights and privileges.
The Holder’s Wallet holds the protected authentication secrets needed to authorize consent and to intentionally choose to share protected data among verifiers that have communicated a need to acquire, verify, and protect that data.
The Verifiers can use this Digital Inclusion Statement to show due diligence in authenticating users before sharing access to stored personal information.
The subject may have more than one identifier as required by the rights and privileges that they can access.
[bookmark: _Toc159000437]Overview of the Problem
The rapid advance of technology brings with it a promise that technology can improve our lives. Several efforts at creating a “Human-Centric Digital Identity”, including Elizabeth Garber have made a point of saying how the new identity technology “creates broader opportunities for inclusion.”  (Garber 2023) The reality is that technological change brings insecurity and confusion to those who are not part of the change process. Poor and marginalized communities do not have resources or capabilities to purchase the new technology and so are increasingly excluded from the rapidly evolving community that the comparatively well-off creators of these changes call home. And so, they are increasingly falling further behind.
Some examples of this exclusion:
· Women in Identity collected use cases where people were excluded for arbitrary bureaucratic reasons in Kenya and the UK with suggestions on how to overcome these blockers. (Women in Identity, 2022) 
· An Indigenous man from the Heiltsuk Nation and his granddaughter were wrongly handcuffed outside a Bank of Montreal branch in Vancouver. Phone transcripts revealed a Bank of Montreal branch manager called emergency services because she thought Johnson and his granddaughter were presenting fake ID cards. (Sterritt, 2022)
“One of the things I keep seeing is my granddaughter standing on that street, crying while she's being handcuffed. I don't think any parent or grandparent should ever see that in their lifetime.” – Heiltsuk Nation Grandfather
[bookmark: bookmark=id.26in1rg][bookmark: bookmark=id.3rdcrjn]These cases started with problems in existing ID card systems but are further exacerbated by the bureaucracy of getting digital IDs. Where do people go if they cannot get the digital technology to accept their identity? While the United Nations has declared (United Nations 2023) “the right to “recognition as a person before the law,” the mechanisms to assure this right are not described. By removing any human element from the identification process, technology has made the problem of marginalized populations accessing this declared right worse.
Technology innovation thrives on creating fast solutions for the 80% of the population that is already technology savvy. This comes from the Pareto Principle that 80% of results can be achieved by addressing 20% of the causes. (Olivia Guy-Evans 2023). That means that a new product can go to market by solving 20% of the causes that prevent the use of the products. This approach is unsatisfactory for a process that requires “recognition as a person before the law” for all people on this planet.
Matt Stanley further describes the difficulty of getting his identity verified in the Think Digital Partners  article, “I had to get my identity verified, and it was a pain” (Stanley, 2023).

1. [bookmark: _Toc159000438]
1. 
1. Security Versus Inclusion
Clearly the security of the user’s private data and access to grants and privileges needs to be as well guarded as possible and practical. However, those with special needs as described below may not be able to acquire a device with the most current security hardware and operating system. The following are some of the cases that must be accommodated for a solution to be fully inclusive.
1. The Holder has an older version of a smartphone, perhaps even a second-hand device and may still have security vulnerabilities that have been fixed in more recent devices.
2. We already know that “Americans with disabilities [are] less likely than those without to own some digital devices” (Perrin 2021) and have issues mentioned above. Accommodation of these devices may be less secure, but none-the-less important in serving the underserved.
3. The Holder has needs that require a special device that does not meet current specifications.
4. Many underserved Holders will not be able to provide high assurance identifiers.
5. The Holder should be able to access their rights in situations where online security checks are not available when most needed. This is especially true in disasters.
6. The device must support the expected Holder’s languages and abilities where needed. Solutions include initial training and help screens available in-line. While it is not a good plan to rely on the Holder for the security of the device, it is always the case that the holder can make choices that damage security.

[bookmark: _Toc159000439]Terms and Definitions
This specification uses terminology and definitions from OpenID Connection and other specifications for JSON Web Token (JWT), JSON Web Encryption (JWE), JSON Web Signature (JWS), and JSON Web Keys (JWK). In addition, OAuth [RFC 6749] and other specifications listed in the normative references at the end of this specification have defined terms.
[bookmark: _Toc159000440]Taxonomy
Authenticator = some device or process that can be used to prove the subject’s ID based on something you have, something you know, or something you are.
Credential = signed data packet from the Issuer, containing verified claims about the Subject.
Credentialed Caregiver = a human or role that can access the data of any subject that is in their care.
Delegate = a human or role that is assigned some set of capabilities by the subject.
Guardian = a human or role that has statutory capability to control access to the subject’s credentials and other data. (See below)
Holder = the person that “owns” the phone and has control of access to the phone (ISO 18013-5)
Identifier = one of many possible attributes of a subject that is used to link the subject to their rights and privileges.
Information = data about any human, attributes, behaviors, interests, tracking, etc.
Issuer = entity that is trusted to issue credentials containing claims and licenses of the subject.
Local Connection = Other interaction modes like BLE (Bluetooth Low Energy), NFC (Near field Communication), and QR-codes.
Phone = network-connected, mobile computing device that may or may not be able to communicate at the time a credential is needed.
Presentation = the data from one or more credentials that is communicated to the Verifier.
Proof of Presence = typically some biometric evidence that you are the person identified in the data transaction and not someone else. Note that this can be a live image, fingerprint or other biometric scan and can be provided to the verifier by the Wallet, or the verifier can perform proof of presence directly. 
Liveness = assurance that the identified user continues to be present as the transaction evolves.
Receipt = signed data packet from the Verifier with the purpose and list of the Subject’s credentials and related data that is needed or desired by the Verifier to authorize access.
Registry = trusted list of trusted issuers.
Subject = the person that the credential is issued to, may be the holder or another User as well.
Trust Anchor = the root of authority for a signing chain used as the source of trust for identifiers.
User = The Holder or the person the holder shared the phone with (friend, family member or court-appointed ward) - This is the human that is asked for consent to release data on subjects, usually the holder.
Verifier = the entity that receives and determines if the subject attribute data is sufficient 
Verified Claim = any attribute or license that has been issued to the subject.
Wallet = code running on the phone that will protect PII or authentication secrets and can collect consent and register accesses.
[bookmark: _Toc159000441]Smart Mobile Device
The minimal requirement for a smart mobile device is that it can always be carried on (or within) the person. It is the source of any human digital identifiers and existing digital credentials. There are two categories of smart mobile devices considered here based on existing technologies. Clearly this list could grow over time.
1. The smart card attached to the device allows for protected storage of user secret identification information. It requires some sort of trusted chip reader to assure that user consent is honored.
2. The smart phone allows protected storage together with a wireless connection that is normally active and a user experience that permits local authentication of the user’s presence and consent to share personal data.
[bookmark: _Toc159000442]Trustworthy Digital Ecosystem
It helps to understand how Mobile Assurance fits into the broader picture of a Trustworthy Digital Ecosystem by starting from the top of the trust chain and working down.
The simplest form of a digital ecosystem starts with a single Trust Anchor, which could be viewed as the one node to rule them all. This is the single source of trust from which all other entities in the ecosystem can trace the provenance of their trust. This is not about the centralized naming system of the internet, which will be assumed to be in operation, but rather about the trust that one node of the network can have with other nodes.

[bookmark: _Toc159000443]Guardianship
The terms “guardian” or “subject’s delegate” are defined elsewhere.  A delegation statement is required when one user requests to view or alter information about another user.

[bookmark: _Toc159000444]Accessibility
The term accessibility comes with pre-existing legal ramifications. It should be noted that in the US all that is required by the Americans with Disabilities Act (ADA) regulation is “Reasonable Accommodation.” The definition of Inclusion in this case is far beyond just “Reasonable Accommodation.” If a user agent, like a wallet, is to hold credentials that give access to guaranteed rights and privileges, then there MUST BE a wallet that works for everyone that has guaranteed rights and privileges.

[bookmark: _Toc159000445]Inclusion
This document goes well beyond accessibility to insist that all persons who have the right to request a credential must be able to benefit fully from any credential that may be issued digitally that confer that right or privilege.

[bookmark: _Toc159000446]Consent, Notice and Audit
The only way to assure that the subject privacy is preserved to their satisfaction is to:
1. Notify the user of the purpose and disposition of any requested user private information.
2. Specifically request (opt-in) any information above and beyond that covered by the purpose.
3. Display the request to the user and ask for informed consent.
4. Preserve all such requests and the consent granted for user inspection.
5. Enable audit of the verifiers’ requests so that compliance can be assured.
6. Notify the user of any changes, including unauthorized access as soon as possible.
7. Disable any right or privilege granted to compromised accounts or tokens.
In this section the term “user” is either a subject or a guardian as appropriate. Notification is not defined here as there may be no channel back to a user so local regulations apply. The reader is directed to the Kantara ANCR document for detailed information.


[bookmark: _Toc159000447]Use cases
[bookmark: _Toc159000448]Scenarios
The following long list of potential use cases comes from several sources including the campaign by ID4Africa, which seeks worldwide recognition of the fundamental right and practical necessity of having proof of identity in today’s digital age. (ID for Africa 2020) The chosen date of ID Day, September 16, symbolizes UN Sustainable Development Goal 16.9, which aims to provide legal identity including birth registration to all individuals by 2030. (United Nations 16.9)
1. The bouncer at a bar wants to use their smartphone to check age prior to entry.
2. The unattended door provides access to a protected space.
3.  The airport access lines need to know if you have RealID or similar for access.
4.  The user is comatose and the Emergency Medical Services (EMS) needs some medical history (break the glass).
5.  During a disaster the emergency agency wants to deliver services while limiting fraud.
6.  During a pandemic, extraordinary actions require extraordinary identification.
7.  A person that needs emergency care may require a temporary identifier.
8.  Law enforcement needs to assure the holder is eligible to be where they are located.
9.  Food or liquor delivery needs proof that the holder is legally able to accept delivery.
10.  A homeless teenager with a phone needs to access shelter or social services.
11.  A device is assigned to a job, and the user is the person who is taking that shift for that job.
12. Wards of the state that are not competent to demand their own rights have recourse.
13. Holder can take secure control of online assets like financial and health details.
14. Holder is enabled to report incidents without fear of retaliation.
15. Holder can cross the border to trade his produce with ease.
16. Holder can register for school and has a chance to realize her potential.
17. With timely birth registration, Subject will never be invisible.
18. With his identifier, Juan doesn't need to feel helpless but can easily access his disability benefits.
19. Holder can get proper health care based on their medical history.
20. Holder can own a SIM card and stay in touch with loved ones.
21. Holder’s vote can count in a free and fair election.
22. Multiple Subjects can be legally employed and gain a proper salary with a family phone.
23. Subject receives her monthly pension to support her daily needs.
24. Holders can get state issued privileges, like a new business license.
25. Holder can register his land ownership and protect his children's inheritance.
Some of these use cases are from the Identity Day website: https://www.id-day.org/2023campaign?ref=blog.identity.foundation
[bookmark: _Toc159000449]Data Flows
The following use cases focus on the data passed between the holder and the verifier using a direct wireless connection between their devices, which are imaged as smartphones. The first three provisioning steps are not part of the use cases as they would have occurred earlier. See the following section on user preparation of the device. Note that the holder is the owner of the device, it is possible for the Holder to allow another user on the device. If the verifier needs assurance of the holder, they can ask for proof of presence.
1. Holder gets a personal computing device like a smartphone.
2. Holder may need to load the wallet and may create a biometric proofing scheme for access.
3. Holder requests a subject credential to be securely stored in the wallet.
4. Verifier requests Holder supply information giving notice, authority and purpose.
5. Wallet interprets the request and displays a consent screen to the holder.
6. Holder agrees to the request and sends back a packet containing the data they consented to release.
7. Receipts are generated to serve two purposes: the holder has a record; the auditor has a trail. 
[bookmark: _Toc159000450]General Problems
All subject’s privacy must be accommodated which means that guardians and credentialed caregivers must take responsibility for duty of care.
In creating resilient and inclusive digital identifier ecosystems, particular attention must be paid to the privacy and duty of care for all subjects, especially those under the guardianship or care of others. This section addresses the challenges and outlines responsibilities to ensure that the privacy and rights of every subject are respected and protected in the digital space.
[bookmark: _heading=h.b47slnc6dc87]Responsibilities of Guardians and Credentialed Caregivers
1. Privacy Protection: Guardians and caregivers must uphold the highest standards of privacy protection, especially for sensitive Personal Identifiable Information (PII). This includes compliance with relevant data protection regulations and ethical guidelines.
2. Informed Management of Digital Identifiers: Guardians and caregivers are tasked with managing the digital identifiers and data entered for those under their care. This management should be informed, responsible, and always in the best interest of the subject.
3. Accessibility and Inclusivity: Digital identifier systems must be accessible to all, regardless of their digital literacy or physical abilities. Guardians and caregivers should facilitate access and understand the unique needs of those they support.
4. Ethical and Legal Compliance: Adherence to ethical principles and legal requirements is absolute. This includes understanding and respecting the rights and privileges of the subject, particularly in contexts where they cannot advocate for themselves.
5. Feedback and Continuous Improvement: Encourage and incorporate feedback from guardians, caregivers, and the subjects they represent to continuously improve identifier systems. Feedback is crucial for addressing emerging challenges and adapting to changing needs.
6. Training and Awareness: Provide comprehensive training and resources to guardians and caregivers to equip them with the necessary skills and knowledge for managing digital identifiers effectively and ethically.

Ensuring Equitable Access
· Addressing technological barriers: Ensure that those with older or less sophisticated devices that are still supported by the manufacturer can still access all rights and privileges.
· Special Considerations: Acknowledge and provide for the needs of those requiring specialized devices or accommodations.
      
Dependencies     
1. Verifiers must be trusted before any user information is released.
2. Trust federations can be used to help users make informed decisions.
3. User consent and trust must begin with no user information transferred.
4. Standards exist to collect needed attributes where-ever they may be.
[bookmark: _Toc159000451]Personas
The following 4 personas were selected as representing the edges of the user space which includes two people that are fully functional in a digital world and two that are not.
1. Abbey, the soccer mom balancing a work life with a family at home.
Abbey’s household consists of her, a spouse and one child with a smartphone and one that is too young to trust with a smartphone and is about to enter school for the first time.
2. Ichiro, the computer professional
Ichiro works for a large multinational as a contractor at home. He has a laptop issued by the company and his personal phone that he also uses for business purposes. He wants to keep his business and personal access separate. His wife has dementia and cannot be relied on to handle her phone by herself.
3. Juan, the severely disabled adult dependent on a support system
Juan’s caregiver has a phone that is assigned to Juan as it contains his medical history as well as a care plan that must be followed to assure his continued health. Juan’s phone travels with him whenever he needs to go to the hospital for treatment, which is frequent. The caregivers at all of these locations can access and update data for Juan on his smartphone.
4. Maya, the teenager who is alone on the streets
Maya, a teenager with a malfunctioning kidney, left a home environment that was extremely hostile and lives on the streets where she has a constant struggle to stay safe on cold nights and deal with her continuing kidney disease. She depends on her smart phone for access to social services.

Results
Failed Paths:
· Subject has no tolerance for technology and ignores or misunderstands the instructions or the purpose of the exercise.

Post Condition:
· If validation is accepted by the verifier, the Holder has a phone that can be used for access to any participating resource.
Tracked Results:
· The phone will hold receipts of consent interactions that can be reviewed by the Holder.
User Preparation of the Device for Secure Use
This message is sent by a user agent app on the user’s phone with some information known to the user to assure the credential issuers and verifiers that the message comes from the user, and a software statement to indicate the level of protection and holder presence.
Registration Ceremony
The user needs to install the app on their mobile device before completing this step. The instructions from the Verifier should tell the user how to acquire the app from the app store specific to their phone supplier. After the user agent app is running the user will choose to create an identifier and add a binding of that identifier to an appropriate authentication credential. For authentication assurance (AAL2) they will need to establish that their identifier is bound to a private key held in the Trusted Execution Environment on the Holder’s device.  Any User Agent needs to have its own certificate informing the supplier and verifier that the app can be trusted to reliably report this information as well as user consent to proceed. The application MUST provide information to the local policy to prevent use of the code by anyone other than the subject or guardian. The following is an example of one implementation of the user experience in providing proof that they are entitled to access their personal data on the site of any data controller.
Conclusions and Desired Results

One semantic problem needs to be clear; the nouns “person” and “subject” do not always reference human beings. Sometimes the term “natural person” is used to represent a human.  In large part the problems with the evolving ecosystems, the standards that define them and the laws that govern them are not designed to accommodate all of the actual living humans. In fact, some of the existing standards, like the Decentralized Identifiers defined by the W3C are specifically designed to avoid this distinction as they assert (without providing evidence) that this improves the “herd privacy” of actual humans.
If the standards and laws do not recognize the unique needs of representing all humans in digital ecosystems, it is certain that they will not accommodate all humans into that digital ecosystem. This paper deals with the rights and privileges of all humans and how the evolving digital ecosystem must accommodate all humans.
The statements made in this document are designed to make the case that whatever rights and privileges might be expressed in digital formats, all people that are eligible to those rights and privileges must be accommodated in those digital formats if they are to be considered as viable replacements for the pre-digital systems deployed today. 
We have given a few examples above, but the real work needs to be done on the standards and applications now in development. In the following we will list a few specific cases now in development and point out their deficiencies with regard to inclusion. It isn't that these examples are any worse than others now in development, but just so that there can be some concrete examples of the work yet to be done.
1. EU Digital Wallet does not appear to provide any consideration of people that are not fully digital literate with a working smartphone. There appears to be no protection if that device is not available and working on a network at the time of a request by the verifier. Note that the eID card is available and does cover most use cases that do not require delegation. One possibility is that the eID card will be accommodated somehow in a wallet. Designs are still in development.

2. Pan-Canadian Trust Framework™ Trust Registries as defined in the Trust Framework | Digital ID & Authentication Council of Canada (diacc.ca) is entirely about stakeholders except for the following:  “Canadian citizens and consumers, i.e. end users, are the beneficiaries of trust that will be achieved through service standardization and accountability to the PCTF.” There is no statement about how eligible humans will be accommodated, only about how they can be excluded if they do not meet the requirements of the stakeholders. The impact is that “eligible citizens and consumers” cannot expect that any of their rights or privileges will be in any way protected by the Trust Registries. The implication seems to be that either you have a smartphone on which you know how to keep the credentials safe or that any of the stakeholders can exclude you and you have no recourse to their decision.

3. Swiss Federal Identifier  does require affirmative actions similar to that in the US ADA, but not any extraordinary efforts to include all eligible people regardless of their ability. It is still better than the existing efforts in the EU or Canada.

4. The US (NIST 2022) SP 800-63-4, Digital Identity Guidelines now in draft form “specifically mandates that agencies account for impacts to individuals and communities in addition to impacts to the organization”. The draft also mandates that federal agencies  “support enterprise risk management efforts and encourage informed, inclusive, and human-centric service delivery. … including challenges to providing services to all people who are eligible for and entitled to them.” The last comments were accepted on 2023-04-14 and an update is expected in 1Q 2024 and will adopt the issuer-holder-verifier model used in ISO.  (NIST 2023) It is likely that the mandate to be inclusive has proven to be harder than was expected.

The following quote is from that draft: “Equity as  defined in Executive Order 13985, Advancing Racial Equity and Support for Underserved Communities Through the Federal Government [EO13985], refers to the consistent and systematic fair, just, and impartial treatment of all individuals, including individuals who belong to underserved communities that have been denied such treatment, such as Black, Latino, and Indigenous and Native American persons, Asian Americans and Pacific Islanders, and other persons of color; members of religious minorities; lesbian, gay, bisexual, transgender, and queer (LGBTQ+) persons; persons with disabilities; persons who live in rural areas; and persons otherwise adversely affected by persistent poverty or inequality.”
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