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OAuth and UMA 
basics
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OAuth and UMA
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resource 
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client

authorization 
server

resource 
server

OAuth enables constrained 
delegation of access to apps on 
request

Alice can agree to app 
connections and also revoke 
them

“ALICE-TO-SELF” SHARING
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domain

access 
token



OAuth and UMA
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UMA adds control of 
cross-party sharing, letting 
Alice be absent when Bob uses 
a client to attempt access

Alice controls trust between 
resource hosts and authorization 
services – enabling a wide 
ecosystem of resource hosts, so 
Alice can manage sharing 
across them

“ALICE-TO-BOB” SHARING

• UMA2 GRANT

▪ UMA2 FEDAUTHZ

uses

can be in different domains

(OAuth access 
token with 

protection_api 
scope)

UMA 
requesting 
party token



Relationship basics
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UMA + IRM
Inside and outside the 
“secure sharing circle”
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Key

lowercase = tech (specs)
Uppercase = Biz/Legal

                   = Permissions

                   = Licenses

Authorization Server 
Operator

authorization server

Resource Rights 
Administrator

resource owner
Requesting Agent

requesting party

Resource Server 
Operator

resource server
Client Operator

client

Delegates-perm-authority-to

Delegates-mgmt-to

Licenses-perm-granting-to

Licenses-perm-getting-to

Licenses-perm-getting-to

Permits-knowing-claims

Delegates-seek-authority-to

AGENCY CONTRACT

ACCESS CONTRACT

Data
Subject

Requesting
Party

Delegates-perm-authority-to

Delegates-mgmt-to

Delegates-seek-authority-to

Legal
Person

No trust required; “negative 
trust” is an option



Key steady-state design patterns
Framework for use cases and flows
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Data subject can manage own 
resources

Data subject cannot manage own 
resources

1 admin Self-management: Competent data 
subject as self-representative

Management by proxy: Single 
representative of ward

2+ admins

Co-management: Multiple 
representatives of data subject, 
including self

Co-management by proxy: Multiple 
representatives of ward



Design patterns of key state changes
Framework for use cases and flows
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Data subject can manage own 
resource

Data subject cannot manage own 
resource

1 admin 1a Self-management: Competent 
data subject as self-representative

1b Management by proxy: Single 
representative of ward

2+ admins

2a Co-management: Multiple 
representatives of data subject, 
including self

2b Co-management by proxy: 
Multiple representatives of ward

+ admin

– admin

– subject+ subject
Data subject 
dons admin 

role

Data subject 
relinquishes 
admin role 

+ admin

– admin

Admin stops 
represent-
ing data 
subject

Admin 
begins 

represent-
Ing data 
subject

Admin stops 
represent-
ing data 
subject

Admin 
begins 

represent-
Ing data 
subject


